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Professional Summary:

· Overall 8+ years of IT experience on with expertise in 3 Years in AWS cloud services, DevOps, Build and release Engineering, Cloud Infrastructure, and Automation, Tech support and 5 Years in Integration solutions with specialization on IBM DataPower Administration  Experienced.
· International Exposure to client location Everything Everywhere and British Telecom – UK for 3+ years from Cognizant as a Technical Lead.
· Experience in migrating On Premises Datacenters to AWS Cloud.

· Core Skills on AWS, DevOps, Linux, IBM DataPower.
· Expertise in Amazon AWS Cloud Administration which includes services like: EC2, S3, EFS, EBS, VPC, ELB, AutoScaling, IAM, AMI, RDS, DynamoDB, ElasticBeanStalk, Route 53, Cloud Watch, Cloud Front ,Cloud Trail, SQS , SNS , Lambda , ECS, EKS etc..

· DevOps experience with AWS, Ansible, Docker, Kubernetes, Terraform, Jenkins, Prometheus, Grafana, Splunk, Nexus, and Maven.
· Expertise in using Application Deployments & Environment configuration using Ansible.

· Experience in using Version Control Tools Git and GitHub.

· Experience with CI (Continuous Integration) and CD (Continuous Deployment) methodologies using Jenkins.

· Configuring jobs, master slaves and managing using Jenkins.

· Creating Linux Virtual Machines using VMware, Virtual Box.

· Expertise in Trouble shouting on java applications in Tomcat services and Web application in Apache. 

· Good Exposure on Virtualization and Containers (Docker).

· Worked with Docker and created multiple containers and images and also had experience on writing the Dockerfile

· Ability to build deployment, build scripts and automated solutions using scripting languages such as Shell scripting (Bash) etc.

· Created the deployments, services and ingress flows for the application setup in the Kubernetes cluster.

· Knowledge on writing Terraform for IaaS in AWS.

· Participated in release level discussions and gone through the total SDLC and Agile methodology.

· Interacted with clients to understand the requirements and delivering code fixes and enhancements within SLA s.

· Submission of Daily/Weekly Reports covering details of major incidents/requests/tickets

· Working Experience in New Release’s and Deployments of the Application using Change order and Work Order. 

· Handling all types of tickets (Priority-1, Priority-2, and Priority-3) with 100% SLA Achievement.

· Ability to handle projects independently and co-ordinate with the team.

· Innovative, flexible and adaptable to any environment and Good Team Player 

· Strengths include good Communication, fast learning, Analytical and Problem-solving capabilities.

· Support on-call 24/7 for all DevOps activities.

· Good knowledge on IBM DataPower on various platforms.
· Experience in architecture, design, development, implementation and L2, L3 Support of Service Oriented Architecture using IBM Data Power Gateway, XI50, XI52 and XC10.

· Experience in Configure, Upgrade & deploy domains, services, log targets

· Deploy the code using WebGUI, CLI, Scripts and XML-Management Interface

Professional Experience:

· Working with Cognizant Technology Solutions, Bangalore as Technical Lead.

Professional Qualification:

· B-Tech (Computer Science) from Biju Pattnaik University and Technology (BPUT).
Achievements:
· Awarded “YEAR OF THE STAR AWARD” from BT client towards my contribution, dedication, hard work, commitment in meeting the deadlines, and producing quality deliverables in BT Account, UK. Often Receive “Appreciation Certificate and email” for my good work by Client directors and Cognizant Senior management.
Technical Skills:

	Core Skills
	Devops Tools, Linux , IBM DataPower

	Cloud Platform
	AWS

	AWS Infrastructure Provision
	Terraform

	Configuration Management
	Ansible

	Build Tools
	Maven

	Version Control Tools
	GIT and GitHub

	Web Servers
	Apache, Tomcat

	CI CD Tool
	Jenkins

	Languages/Scripts
	Shell Scripting

	Containerization Tools
	Docker, Kubernetes

	Container Orchestration
	ECS, EKS, Kubernetes

	Monitoring Tools
	Prometheus, Grafana ,Cloud Watch, Splunk

	Artifact Repository
	Nexus

	Tracking Tools
	Jira and Slack

	Operating Systems
	Linux, Windows


Certifications:
· AWS Certified Solutions Architect – Associate 
Issue Date - Mar 20, 2020

Expiration Date - Mar 20, 2023

· IBM Certified Data Power Version 5.0

Training:
· Architecting on AWS

· AWS Essentials

· DevOps

· Red Hat Enterprise Linux (6) Administration

· SAFE Agile Course (5.0)

Project Details:
Project #2

Client


: British Telecom – UK
Role


: Devops Engineer as a Technical Lead
Duration

: Jan 2018 – till date
Description                : BT is a British mobile network operator, internet service provider and a division of BT Group. It is the largest mobile network operator in the UK, with around 28 million customers.
Roles &Responsibilities:

· Used Jenkins for Continuous Integration and Continuous Delivery (CICD) into Tomcat Application Server

· Created Docker files and build images and push to the Docker private registry

· Created the deployments, services and ingress flows for the application setup in the Kubernetes cluster.

· Developing build and deployment pipelines using Jenkins, Maven for Java applications

· Strong working knowledge on GIT.
· Developed a fully automated continuous integration system using Git , Jenkins and custom tools developed in Bash

· Experience in build management and continuous integration tools.(Jenkins)

· Designed and built cloud service models including Infrastructure-as-a-Service (Iaas) Driving industry best practice implementation around CI/CD and infrastructure management.

· Administered version control system that included branching and merging

· Responsible for creating and developing the build process environment.

· Set up the local development environments through Docker containers for new developers.

· Installing, configuring and administering Jenkins CI tool on Linux machines.
· Managing Linux instances with Ansible configuration management tool and patching servers.

· Written Ansible Playbook for various configurations to modularize and optimize end product configuration.
· Well-versed with Amazon Web Services (AWS) provisioning and good knowledge of AWS Services like EC2, Elastic Load-balancers, ALB, S3, EBS, RDS, VPC, Route53, Cloud watch, Cloud Formation and IAM.

· Launching Amazon EC2 Cloud Instances using Amazon Web Services (Linux/Ubuntu) and Configuring launched instances with respect to specific applications.

· Defined AWS Security Groups which acted as virtual firewalls that controlled the traffic allowed reaching one or more AWS EC2 instances.

· Configuring and Networking of Virtual Private Cloud (VPC). 
· Implemented AWS EC2, IAM, S3, EBS, Elastic Load balancer (ELB), Auto Scaling.

· Created alarms and notifications for EC2 instances using Cloud Watch. Installed and configured Prometheus and Grafana monitor tool performance on all nodes

· Preparing custom AMIs for implementing Auto Scaling.

· Managing S3 buckets and bucket policies

· Taking regular snapshots for EBS volumes using CPM (Cloud Protection manager)

· Configuring backups for RDS instances.

· Managing IAM accounts (with MFA) and IAM policies to meet security audit & compliance requirements.

· Migrating Applications from Datacenter to AWS Cloud.

· Setup and deployed Builds for various Environments like QA, Integration, UAT and Productions Environments

Environment: Jenkins, Maven, GIT, Ansible, Prometheus, Grafana, JIRA, AWS, Docker, Kubernetes, Apache Tomcat.

Project #1

Client


: Everything Everywhere– UK 

Role


: Associate – IBM DataPower Consultant
Duration

: Dec 2012 to Dec 2017
Description                : Everything Everywhere Limited is a mobile network operator and internet service Provider Company headquartered in Hatfield in the UK. It operates under both the Orange and T-Mobile brands and currently only offers its services within the UK. Everything Everywhere is a 50-50 joint venture between Deutsche Telekom and France Telecom and was formed in 2010 through the merger of their respective T-Mobile and Orange businesses.
Roles &Responsibilities:
· Working as a Web Sphere Data Power Development and Administrator with Middleware Team, I am involved to carry out following activities.

· Created and Developed MPGWs and WSPs services.

· Created and Developed XSDs and XSLTs based on Requirement

· Experience in Configure & deploy domains, services, log targets, DNS Static Hosts

· Perform troubleshooting, end to end connectivity fixes, debugging & resolution for incidents

· Provide documentation in relation with management & troubleshooting of the infrastructure.

· Taking backups and Restoring backups.

· Restarting domains, Re-booting the device, flushing the document cache, style sheet cache etc for performance issues.

· Deploy the code using WebGUI, CLI commands, Scripts and XML-Management Interface

· Involved in different testing

· Provide 24*7 support for development, pre-production and   Production environment.   

· Performed build & Configuration on both XI52 & XC10 for EE Project.

· Perform administrative tasks on Data Power appliances using the command-line interface (CLI), Web GUI, and XML Management Interface.                            

· Installation and configuration of new Data Power appliances (XI52 & XC10).

· Download and upgrade the firmware on the Data Power Appliance. 

· Monitor the performance of the Data Power appliance using service level monitoring and Simple Network Management Protocol (SNMP) 

· Configure logging of messages to external locations using syslog & domain backup scripts.

· Troubleshoot and debug services using the problem determination tools, logs, and probes provided with the Data Power appliance.

I hereby declare that the above information is true to best of my knowledge.
Place: Bangalore, INDIA             


     
        Mohammed Fayaz
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