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Senior Azure Architect | terraform| Azure Devops

PROFILE SNAPSHOT

· Astute and extensively experienced IT professional offering 17+ years in Cloud Computing, Azure, Amazon Web Services in diversified domains including insurance, telecom, retailing, software engineering and finance
· Profound skill in designing & developing fault-tolerant, cost-efficient and scalable distributed applications & systems on  Azure and defining migration strategies to move the application to the cloud
·  Adept in choosing appropriate AZURE service based on data, compute, database, or security requirements and validating the environment to ensure that it meets all security and compliance controls
· Creating security standards, blueprints, reference architectures, roadmaps, transition states and target solutions across multiple services.
· Demonstrated track record of delivery for large, cross-functional projects with evolving requirements
· Demonstrated ability to lead and mentor team members while building and maintaining high agility and high morale.
· Extensive experience influencing a broad range of senior stakeholders in various teams across the business, including IT architects, developers and engineers, programme managers, and business data owners.
· Experience specific to Network & Infrastructure Security, Application Security, AzureSecurity (IaaS, PaaS, SaaS), Data/Database Security, etc.
· Experience designing security architectures and solutions across a range of modern deployment technologies including virtualised platforms such as VMware; containerised workloads in Kubernetes; and CI/CD pipelines using tools like Jenkins and Azure DevOps
· A strong understanding of the Cyber Kill Chain and Mitre Framework and how these can be used to determine threat actors and identify attack mitigations.
· Experience with threat modelling or other risk identification technique
· Adroit in involving in the development of main Web Applications to provide invoicing emission services and responsible for web application deployments over cloud services on Azure, using VS and PowerShell
· Conversant with designing & configuring Azure Virtual Networks (VNets), subnets, Azure network settings, DHCP address blocks, DNS settings, security policies and routing, responsible for collaborating on and setting Azurevision and providing thought leadership in Azureinfrastructure and Azureservices architecture
· Competent in assessing Enterprise Workloads [Java/J2EE and .NET] for Cloud Fit & readiness, installing & configuring AD FS role on Domain Controllers and deploying WAP Server for the users to reach AD FS out of company network
· Experienced in protecting customer PII data from external and internal threats by extensive Database activity monitoring and policy tuning using solutions like Data security fabric and Imperva Sonar
· Assessing security posture of cloud by manual and automated methods to identify gaps in security posture of hybrid and multi-cloud environments.
· Incident response and handling to identify, isolate and remediate threats and incidents minimising impact.

AREAS OF EXPERTISE
 
Azure Architecture | Azure Devops platform | Azure Defender & Sentinel| |  Azure Data services| SQL Databases | Azure Kubernetes | Java | Python | Migration | PowerShell 

TECHNICAL SKILLS
 
	Domains 
	Insurance, Telecom, Retailing, IT, Software Engineering, Finance,

	Cloud Computing (Public, 
Private & Hybrid)
	Azure:
IaaS, PaaS, SQL Databases, Database Migrations, VM Migrations, SSMS, Azure AD & AD Sync, Data Factory, DataLake, Synapse Analytics,  Azure Defender, Sentinel, DDOS, PowerShell, Azure Storages, Keyvault, PowerShell, MS Visual Studio, Azure AD Connect, SSMS,AD, Azure AD,Azure IOT Hub


	Operating System
	Red Hat Enterprise Linux/CentOS/SLES, 6.x, 7.x and IBM AIX, Windows, Server 2012 /2016

	Containerization
	Docker Container, Azure Container Services

	Container Orchestrator
	Kubernetes, Azure Kubernetes Service (AKS), AZUREElastic Kubernetes Services

	DevOps Tools
	Terraform, Ansible, Jenkins CICD, GIT, GitHub, Docker,

	Programming Languages
	Java, python, JavaScript

	Scripting Language
	PowerShell, Bash, Shell ,Python Scripting




CAREER HISTORY
Jan 2016- Ongoing             Azure Architect| Reclutatech Technologies,   
Jul 2015 – Feb 2016	Production Support | Emerio Corp,Singapore 
Aug 2011 – Jul 2015	Senior Associate | Cognizant technologies, HongKong
Sep 2010–Oct 2011	Delivery Module Lead | Mphasis, India
Sep 08- Aug 10		senior software Engineer | Infinite computer solutions, India
Aug 07 –Jun 08		Asst system Engineer | Tata Consultancy Services, India
Jan 07-Aug 07		Associate projects | Covansys, India
KEY DELIVERABLES
Client: AEGIS London
Environment: Virtual Machines, Azure Active Directory, Azure Functions, Azure DevOps, Azure Storage, Azure Cosmos DB, Azure SQL Database, Azure Kubernetes Service, Azure Cognitive Services, Azure Machine Learning, Azure App Service, Azure Event Hubs, Azure Stream Analytics, Azure Functions, Azure Logic Apps, Azure Key Vault, Azure Security Center, Azure Site Recovery, Azure Backup, Azure ExpressRoute, Azure Load Balancer, Azure Traffic Manager.
· Studying the existing technology landscape, understanding the current application workloads, drafting clients’ technical requirements and utilizing AZURE architectural best practices
· Effectively designing the overall Virtual Private Cloud VPC environment including server instance, storage instances, subnets, availability zones, etc. and AZUREnetwork architecture including VPN connectivity between regions & subnets
· Configuring the Load Balance Sets Azure Load Balancer, Internal Load Balancer and Traffic Manager & working on Application Gateway and working on PowerShell scripts to automate the Azure cloud system for the creation of resource groups, web applications, Azure Storage Blobs & Tables, firewall rules
· Furnishing Azure data lake store and azure data lake analytics, and leverage U-SQL to write federated queries across data stored in multiple azure services and implementing Azure Site Recovery, PowerShell Scripts and ARM templates
· Employing Serverless services (Azure Functions), creating and configuring HTTP Triggers in the Azure Functions with Application Insights for monitoring and performing load testing on the Applications using the VSTS
· Generating the IAM scope for B2C and B2B identities using Azure AD, and integrating .NET Web Apps with Azure AD and coordinating with global identity and access management program involved in hybrid identity project
· Planning and deploying self-service password reset functionality of Azure AD which reduces IT helpdesk cost and coordinating with team members to outline and schedule departmental needs concerning database functionalities, data analytics and reporting  
· Administration of Cloud security toolsets and intelligence feeds. Definition and delivery of Cloud security continuous improvement
· Engagement with transformation projects, acting as Security Operations SME, ensuring Cloud Security Operations requirements are met during programme change. Approval of transformation change e.g., Firewall rules, IAM
· Monitoring toolsets and sensors for analysis enrichment. Correlation of data and impact assessment of security incidents. Analysis of potential security events and validation
· Incident resolution and post-incident analysis. Threat identification, attack vector articulation and containment strategy
       Support in refining and documenting the above activities to ensure consistency in delivery and continual improvement               of the process.
· Ensuring Security Risks are assessed and documented where required.
· Working on dynamic group membership rules (rules are based on attributes) to provide access to various applications and troubleshooting the issues regarding access to the applications using the audit logs
Client: PSA
Environment: AWS, Microsoft Azure Cloud, SQL Server 2012 R2, SSMS, Azure, Web Apps, Active Directory, NSG, Traffic Manager, Azure S
· Configured the Load Balance Sets Azure Load Balancer, Internal Load Balancer & Traffic Manager and worked on Application Gateway
· Automated the Azure cloud system by drafting Power Shell scripts, created resource groups, Web Applications, Azure Storage Blobs & Tables, firewall rules, and implemented Azure Site Recovery, PowerShell Scripts and ARM templates
· Provisioned Azure data lake store & azure data lake analytics and utilized U-SQL to write federated queries across data stored in multiple azure services, coordinated with team members to outline and scheduled department needs regarding database functionalities, data analytics and reporting and created business requirements
· Participated in Serverless services (Azure Functions) created and configured HTTP Triggers in the Azure Functions with Application Insights for monitoring and performing load testing on the Applications using the VSTS, coordinated with global identity and access management program and involved in hybrid identity project
· Generated the IAM scope for B2C and B2B identities using Azure AD, integrated .NET Web Apps with Azure AD and troubleshot the issues regarding the access to applications using the audit logs
· Planned & deployed self-service password reset functionality of Azure AD which reduces IT helpdesk cost and worked on dynamic group membership rules (rules are based on attributes) to provide access to various applications

Clients: NTUC, DBS, Singapore
Environment: AWS, Microsoft Azure Cloud, Windows Server 2012/R2/2016, Windows PowerShell, Microsoft Azure Storage, NSG, IIS, Agile Scrum Methodologies
· Designed, installed, administered & optimized hybrid cloud components to ensure business continuity (i.e., Azure AD, ADFS, SSO & VPN Gateways) and integrated Azure Active Directory for user authentication/authorization and organization profiles
· Provided consulting and cloud architecture for premier customers and internal projects running on MS Azure platform for high-availability of services, low operational costs and developed PowerShell scripts to perform pre-migration assessments of Active Directory and server states
· Configured and controlled the Scale Up & Scale-Out of the App Service Plans and Pricing tier (scale DTUs) while migrating the Databases and Applications from on-premises to Azure Cloud Platform
· Migrated Database Services from on-premises to Azure Cloud Environments using DMA and SSMS, updated the connection strings and collaborated with development & QA teams to maintain high-quality deployment
· Worked on Azure AD Connect to sync on-premises AD user data, groups & organizations to Azure AD and troubleshot Azure services sync with on-premises AD and resync using the Azure tools
· Designed and developed standalone data migration applications to retrieve and populate data from Azure Table / BLOB storage to on-premise SQL Server instances and utilized Agile Methodologies - Scrum meetings to manage full life-cycle development of the project
· Configured VMs in Availability Sets using Azure Portal to provide resiliency for IaaS based solution and scale sets using Azure Resource Manager to manage network traffic and deployed Web Applications using IIS Web Server and controlled Traffic flow using Internal and External Load Balancer
· Utilized CRM to manage and analyze customer interactions and data to improve relationships with them and assisting customers
Mphasis, India
 Delivery Module Lead
·  Designing and implementing secure and scalable Azure solutions for clients.
· Developing and maintaining technical documentation and architecture diagrams.
· Collaborating with cross-functional teams to ensure project success.
· Providing guidance and mentorship to team members.
· Participating in the design and development of custom software applications.
· Conducting code reviews and ensuring compliance with coding standards.
· Analyzing system performance and making recommendations for optimization.
· Managing Azure subscriptions, resources, and services.
· Ensuring compliance with security and regulatory standards.
· Monitoring Azure resources and proactively identifying and resolving issues.
· Participating in the development of disaster recovery and business continuity plans.
· Keeping up-to-date with the latest Azure technologies and best practices.
· Providing technical expertise and support to clients and stakeholders.
· Managing and prioritizing multiple projects simultaneously.
· 

Infinite computer solutions, India                                                     
Senior software Engineer
Description:
Viterra Provides world’s leading food manufacturers with quality ingredients, meeting The nutritional needs of people around the world. Viterra’ s key are retail sites, grain and fertilizer terminals, feed mills and processing plants strategically located across Western Canada.pViterra have their dedicated portal developed for the Canada, global, us and Australia. All these portals are presented with the websphere portal server as environment

Role:
Deploy enterprise J2EE applications on WAS that involves EAR (Enterprise Archives) and WAR (Web
Archives).
Trouble shooting various problems in different stages of development using logs files.
Successful implementations of Workload Management (WLM) using clustering techniques (horizontal and vertical) for fail over and backup/recovery processes.
· Creating and managing the JDBC connection pools of the WebSphere Application Servers and Server clusters.
· Designed WebSphere Application Server load balancing and fail over by using Workload Management (WLM),
· horizontal and vertical scaling.
· involved in developing the portlets and creating themes
· Developing portals using JSR 168 API 
· Involved in Project Design and estimation
· Responsible for HLD, LLD preparation.
Tata Consultancy Services, India                                                    
  Asst system Engineer

Verizon has 6 critical portals based on WebSphere Portal 6.x. There are few applications which make use of the
functionalities provided by WebSphere Portal Server. We need to provide 24X7 support for these application while
working on daily administration activities
My responsibilities :
Installation of WebSphere Portal Server 6.x N-tier architecture
DB2 migrations and LDAP configuration for WPS
Cumulative fixes to update portal server version
Creating virtual portal and managing admin groups for them
Covansys, India                                                                                     
  Associate projects
· Project North is a portal that is specially developed for the Frontier who is one of the stakeholders of the
· Verizon.business.This portal is designed on the existing Verizon enterprise customer portal with some of the extra
· features and avoiding the unwanted portlets that present in the vec.
· Process Highlights
· Order request from customer: Configuration data entered in VBC
· VBC sends order request information to Frontier’s wholesale toolset.
· Some products flow-through to Frontier’s ordering systems; others are sent through Frontier’s R2 for swivel-chair
· entry
· Status sent back from wholesale toolset to VBC and then to R2.
· . Upon completion, VBC updates IBRS-cross reference
· 6. Frontier sends VZ450 records for the retained accounts to VZB

EDUCATION AND CERTIFICATIONS

· Bachelor of Information Technology, Jawaharlal Nehru Technological University, India.
· Microsoft Security certifications, AZ-500, AZ-303, AZ-304.
· CCSP,CCSK (Certified Information Security Manager) certification.

PRIOR EXPERIENCES 
SCHOLASTIC & ACCREDITATION 
2005		Bachelor of Information Technology 
		Jawaharlal Nehru Technological University, India
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