INDRA KARAN REDDY
Azure DevOps Engineer
Email: indra.karan333@gmail.com

Mobile. No: 7799432178
CAREER OBJECTIVE
Looking for a challenging career in IT Industries with opportunities to utilize my technical & analytical skills. Getting best of the exposure and good working environment where my efforts can contribute towards the organization growth.   
SUMMARY:  

· Having 4.6+ Years of experience in Microsoft Azure DevOps Engineer.
· Experience with Azure DevOps to automate CI/CD Pipeline to run automated builds and deploying web-based applications into test and production environments.

· Strong work experience with version control tools GIT and strong Linux skills, including scripting.

· Develop and understanding of project CI/CD Pipelines to automate End to End process.
· Experience in Deploying Functional Apps, .Net web apps and Java web apps.
· Good experience in GIT branching and merging concepts. 

· Provided the IAAS (Infrastructure as a Service) and PAAS (Platform as a Service) to the new customers in cloud platform. 

· Proficiency in cloud-based DevOps practices, specifically in Terraform.

· Having very good experience in writing ARM Templates & PowerShell scripts
· Migrating the virtual instances between the subscriptions.

· Migrating On-prim virtual instances to public cloud Azure using various tool.

· Uploading standard VM images \ custom images in Azure cloud.

· Hands on experience of managing Microsoft Azure Services via Azure Portal & PowerShell.

· Managing Azure Resource Groups, VM Compute, Vnet, Storage, and Azure Active Directory.

· Managing & Monitoring Audit logs in Azure.
· Experience working with Docker and Micro Services.
· Responsible for dealing with issues like server down, service failure.

· Design Azure virtual machines (VMs) and VM architecture for IaaS and PaaS; understand availability sets, fault domains and update domains in Azure.

· Good understanding in Site-to-Site, Point-to-Site & Express Route VPN.

· Managing IP addressing & Subnet in Microsoft Azure.

· Python programming language with hands-on experience in applications for various projects, demonstrating strong problem-solving skills and attention to detail.

· Managing Virtual disk allocation as per the Client & Application requirement.

· Using Azure Traffic Manager to manage request of Microsoft Azure services for distribution.

· Managing Azure SQL Database security and Monitoring Azure SQL Database.

· Educate customers of all size on the value proposition of Azure and participate in architectural discussions to ensure solutions are designed for successful deployment in the cloud. 

· Managing Azure Role-Based Access Control (RBAC) for cloud resources.

· Migrating on-prem SQL Server to Azure SQL DB.

· Good understanding on Kubernetes.
ACADEMIC PROFILE:
S.R.V High school - 2011

Intermediate from Narayan junior college   - 2013

Graduated from Mims Degree College - 2021
SKILL SET:
· Cloud



: Microsoft Azure IAAS, PAAS & SAAS

· Operating Systems

: Windows Server Family and Linux Flavors

· Version Control Tools

: GIT
· Build tools 


: Maven

· Artifactory storage 

: Nexus

· Code Quality 


: Sonarqube

· Monitoring Tools

: Prometheus and Grafana
· Build and Release

: Azure DevOps
· SCM



: GIT and GitHub

· Scripting


: PowerShell, ARM and Terraform
· Database


: MySQL and Azure SQL DB

· Containerization Tools
: Docker, Kubernetes.

WORK EXPERIENCE
· Working for luxoft india llp Bangalore as Azure DevOps Engineer from July 2023 to Jan 2024 
· Working for TSS Techsoft solutions private limited. Chennai as Azure DevOps Engineer from Sep 2018 to July 2023. 
Project: 3
Organization

:
HDB Financial Services.                                                                                                    

Designation

:
Azure DevOps Engineer
Project


:
Branch Operation Support System (BOSS)


Duration

:
Feb 2022 - to till date

Responsibilities:
· Experience in build automation and Release Management with Azure DevOps.
· Gathering the requirements from the clients about the existing applications to apply the security measures.
· Understand the latest features like (Azure DevOps, NSG Rules, etc.) introduced by Microsoft Azure and utilized it for existing business applications.
· Creating, validating and reviewing solutions and effort estimate of converting existing workloads from classic to ARM based Azure Cloud Environment.
· Created builds and release pipelines in Azure DevOps and done deployments using SPN (secure endpoint connection) for implementing CI/CD.

· Develop and understanding of project CI/CD Pipelines to automate End to End process.
· Coordinating with developers and testers for Build and deploy related issues.
· Assigned RBAC Roles using Organization Active Directory Confidential the Subscription Level to grant accesses only to required members based on Least-Access Privileges.
· Used tools like Visual Studio Community Edition, Visual Studio Code, Power Shell ISE and SQL Server Management Studio.

· Work on escalated tasks related to interconnectivity issues and complex cloud-based identity management and user authentication, service interruptions with Virtual Machines (their host nodes) and associated virtual storage (Blobs, Tables, Queues).

· Worked on ARM Templates.

· Written PowerShell scripts for Azure Environment.

· Configured Azure Virtual Networks (VNETS), subnets, Azure network settings, CDIR address blocks, DNS settings, security policies.

· Exposed Virtual machines and cloud services in the VNET to the Internet using Azure External Load Balancer.

· Configured PAAS services like App service, App service plan.

· Provided high availability for IAAS VMs and PAAS role instances for access from other services in the VNET with Azure Internal Load Balancer.

· Deploying webpages into azure app services (PAAS) using File server.  

· Implemented high availability with Azure Resource Manager deployment models.

· Designed Network Security Groups (NSGs) to control inbound and outbound access to network interfaces (NICs), VMs and subnets.

· Implementation and configuring of Azure backup.

· Setup Azure Virtual Appliances (VMs) to meet security requirements as software-based appliance functions. 

· Provided status to Business Level management and Technical and conducting Proof of Concept for Latest Azure cloud-based service
· Configure the VMs in Availability Set to provide higher Availability for VMs.

· Configure and provide the Azure Traffic Manager solution to client for Load Balancing, High Availability, and fail-over.

· Provide the L2 support on Linux and Windows VMs.

· Migrate the on premises VM on Azure using Recovery Service on Azure.

· Maintaining LB, Traffic manager, VPN Express Route on Networking.

· Discussion on importance of Security, Monitoring and Notification features with Customer.

Duration
   






Dec 2020 - Jan 2022
Project 2: Safefleet (https://www.safefleet.net/) 

· Client : Safe fleet 
· Role : Cloud Engineer 

· Environment :Linux, Terraform, Azure(Databases, AKS, Namespace, VM,VNET) Jenkins, Git) 

· Team Size 5 

Responsibilities: 

·  Designing and implementing fully automated builds, management, monitoring and deployment solutions spanning multiple platforms 

· Coordinate between key team members, including developers, QA, and support to promote, schedule and perform deployments in various environments according to development time lines

· Creating Maria DB by using terraform automation infrastructure 

· Creating Azure Kubernetes services by using terraform automation infrastructure 

· Changing databases sizes in prod environment

· Resolving merging conflicts using Git Stash,Git Merge and integrating git with Jenkins for frequent and automated builds.

· Designed single host and Multi-Host Networking in Docker for Secure infrastructure. 

· Creating Docker Images and Containers using Docker file & Kubernetes manifest files.
Project 1

:
Insurance Domain (Pcf insurance services)
Designation

:
Azure DevOps Engineer

Project


:
Branch Operation Support System (BOSS)


Duration

:           Oct 2018 -Nov 2020

Responsibilities:
(  Experience in Software Deployment & software configuration management which includes 
    Build & Release process setup, Build Automation, Cloud Deployments, Continuous Integration, 
    SCM   process improvements.

(  Responsible for managing TFS admin activities such as Adding and removing users and
    Assigning respective permissions. 

(  Experience in creating pipelines in TFS/Azure DevOps for build and artifact management. 

(  Setting up integration between TFS and Octopus Deploy for deploying build artifacts.

(  Developed Shell scripts to build the docker images and use them in Pipeline scripts to deploy to the 
    Linux servers.

(   Deployment to Kubernetes cluster using deployment and service files using ADO pipelines. 

(   Writing Dockerfile for .Net applications, build and push docker images to azure container registry.

(   Source code management and creation of branching strategy for smoother release process
     And maintenance of codes.

(  Maintaining a daily log of events encountered and addressing issues on a daily basis during testing / deployment.
(   Experience in setting up Application Tier and setting up Analysis server for Azure DevOps.

(  Troubleshoot Window server issues and resolve issues on day-to-day basis. 

(  Monitor application CPU consumption in Opsview, Stackify and SolarWinds and acknowledge 
    Then work on the issues and provide solution accordingly.
(  Experience in writing terraform scripts to create, manage and delete resources in Azure such as
    Azure VM’s, Azure web apps and creation of AKS, Network Security Groups. 

(  Installation of Stackify agents on all the Dev, Test and Prod servers using ansible playbooks.

(  Experience in writing custom PowerShell modules for monitoring the application API endpoints.

(  Writing terraform scripts to create EC2 instances, ELB, Security Groups and IAM activities. 

(  Experience in migration of On-Prem .NET applications to AKS clusters. 

( Proficient in Scrum/agile methodologies and customization of process templates as per the client requirement. 

( Monitoring of AWS resources in Opsview and resolve the issues whenever an alert in triggered. 

( Deployment of war files using Azure Devops to tomcat servers. 

(  Troubleshooting and support for .Net applications by finding the root cause for the issue.

(  Exposure to editing the pom.xml file in maven to include the dependency files.

(  Experience in creating app pools and sites in IIS and deploying applications.

(  Monitor the application health in Stackify and Opsview.

(  Writing PowerShell script to check the service status and restart them once status is down.

(  Experience in setting up Cron jobs in Linux to clean up the application logs.

(  Creating service connection in Azure DevOps using service principal to access the azure resources.

(  Creating of EC2, VPC and Security Groups in AWS using terraform.

(  Managing Users and Groups in Azure DevOps.

(  Creation of roles and attaching to EC2 Instances for deployments through pipeline.

(  Experience in creation of roles in ansible to manage the repeated tasks
Project 4

:
Banking Domain 
Designation

:
Azure DevOps Engineer

Project


:
BOQ
Bank of Queensland
Duration

:           Jul 2023 - Jan 2024
Responsibilities:
· Creating Azure Kubernetes services by using terraform automation infrastructure 

· Creating Docker Images and Containers using Docker file & Kubernetes manifest files.
·  Deployment to Kubernetes cluster using deployment and service files using ADO pipelines. 

· Writing Dockerfile for .Net applications, build and push docker images to azure container registry.
· Designing and implementing fully automated builds, management, monitoring and deployment solutions spanning multiple platforms
· Implemented robust pod monitoring strategies using Kubernetes-native tools like Prometheus and Fluentd, ensuring real-time visibility into pod health and performance metrics.
· Configured custom Prometheus alerts to proactively identify and address potential pod failures or performance bottlenecks, minimizing service disruptions
· Developed dashboards in Grafana to visualize pod metrics and trends, enabling proactive capacity planning and optimization of resource utilization.
· Designed and implemented traffic monitoring solutions using Kubernetes Ingress controllers and service meshes such as Istio, enabling comprehensive traffic management and observability.
· Leveraged Kubernetes network policies to enforce fine-grained traffic control and security policies, ensuring compliance with organizational requirements and regulatory standards.
Linux admin activities in all the three projects:

· Played linux admin activities like user level administration

· Packet level administration

· Network level administration

· Trouble-shooting

· Group level administration

· Process management

· Memory management etc
        Place: Hyderabad
        Date:                                                                                     



                                                                  (Indrakaranreddy)                                                            
