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EXPERTISE SUMMARY:
· [bookmark: _gjdgxs]Having overall 3.7 years of experience in Azure Infrastructure, Azure DevOps and Migrations
· Good exposure of agile development methodology in designing and implementation of Continuous Integration and Delivery (CI/CD) methodology. 
· Implemented CI/CD pipelines by using Azure DevOps and Jenkins
· Expertise writing the Terraform module for cloud resource provisioning 
· Experience in PowerShell scripting for automation of technical activities. 
· Good understanding in Azure networking, Storage, VM provisioning, RBAC, NSG, Automation, Monitoring, OMS, AZ Copy, AD, Azure Roles, ARM etc.  
· Hands experience on Azure automation by creating Run books and scheduling jobs.
· Good knowledge in ARM templates, automated few ARM resource creations using ARM templates. 
· Creation of application resources (web app) and infrastructure (Fire wall, Traffic manager, VNet, Subnet, NSG, Application gateway, storage account, key vault, Active Directory etc) using Terraform
· Work on escalated tasks related to interconnectivity issues and complex cloud-based identity management and user authentication, service interruptions with Virtual Machines (their host nodes) and associated virtual storage (Blobs, Tables, Queues). 
· Configured Azure Virtual Networks (VNets), subnets, Azure network settings, CDIR address blocks, DNS settings, security policies. 
· Setup Azure Virtual Appliances (VMs) to meet security requirements as software-based appliance functions (firewall, WAN optimization and intrusion detections).  
· Exposed Virtual machines and cloud services in the VNets to the Internet using Azure External Load Balancer. 
· Good Knowledge in Database like Azure  PAAS SQL Server  and Cosmos DB
· Provided high availability for IaaS VMs and PaaS role instances for access from other services in the VNet with Azure Internal Load Balancer. 
· Implemented high availability with Azure Resource Manager deployment models. 
· Expertise in Blob storage and File storage and Configured PAAS services like App service, App service plan.
· Handled daily and nightly builds for multiple projects. Implementation and configuring of Azure backup. 
· Working knowledge and administrator experience of Continuous Integration strategies
· Experience in Server Load Balancing.
· Deploying Application and Virtual Machines through Azure DevOps and creating CI-CD pipeline for the same.
· Working in GitHub and deploying Virtual Machines through GitHub automation and pipelines.
· Creating CI/CD pipeline in Azure DevOps and stating the parameter variables and configuration tasks.
· Creating Azure DevOps dashboards in Azure DevOps portal and managing end to end status for
· different application and infrastructure.
· Implementing cloud solutions which are secure, scalable, resilient, monitored, auditable and cost
· optimized.
· Integrated Azure Artifactory with Azure DevOps.
· Creation of CI/CD pipelines through YAML Scripts (Pipeline as Code).
· Introduction of Azure Kubernetes Service as Containers using Service Connection.
· Implementing and Managing blob storage.
· Configuring Internal Load Balancing.
· Configuring Network security group at instance level for different application support.
· Performed the system backups and patching on Windows and Linux systems
· Migrated the servers from on-premises to Azure
· Build own custom role for a user who needs limited monitoring permissions.
· Query for metrics using the Azure Monitor REST API, PowerShell cmdlets, or cross-platform CLI.
· Search Log Analytics workspace data including usage data for the workspace.
· View Log Analytics management groups.
· Retrieve the Log Analytics search schema.
· Retrieve and execute Log Analytics saved searches.
· Retrieve the Log Analytics storage configuration.
· Deploy applications to Azure, a virtual machine, Docker containers.
· Automation
· Create PowerShell Script to deploy Virtual Machines, VNet, Subnet, Resource Group, Availability Sets
· Creating Dashboard through Log Analytics log query on a large scale.
· Creating Automation alerts through log search query on a large scale.
· Configuring Application Gateways for Azure web sites.
· Setting up a dashboard for team room to keep an eye on load, responsiveness, and the performance of
· Creating Application Insight Availability Alerts and metric alerts to monitor the Application URLs.
· Create a business continuity plan and achieve High Availability.
· Good in Analysing & Understanding requirements.
· An effective team player with abilities to work collaboratively with team and Clients.
· Good Interpersonal skills, commitment, result oriented, hardworking.

Technical Skills:
· Source Code Repository    :   GitHub, GitLab
· Operating system               :   Windows 2012 R2Datacentre
· Scripting                                :   PowerShell  , Azure cloud shell
· Cloud                                     :    Azure
· Monitoring                           :    Appinsights, OMS, New relic
· CI/CD                                     :    Azure DevOps,  Jenkins
  PROFFESIONAL EXPERIENCE	
· Working as DevOps Engineer in Cognizant from September 2017 to till date.
Project # 4
	Client
	Halliburton (Real time well engineering)

	Role
	 DevOps engineer



Description: RTWE is a web application which monitors the Oil well status in real time.
Roles & Responsibilities:
· Implemented branching & merging policies with Azure Git repos
· Used Amazon Workspace to access the Kubernetes EKS cluster
· Installation and Configuration of Continuous Integration & Continuous Deployment tool Jenkins. Used shared library for automating the pipeline. Used Declarative pipeline for pipeline as a code.
· Configured Fortify SCA to find and fix software vulnerabilities in the pipeline
· Configured SonarQube to manage source code quality in the pipeline
· Created Namespaces, Pods, Deployments, Services, config maps, secrets
· Store the Artifactory in JFrog repository & IEnergy
· Created Helm chats using Helm file & Deploy Helm file to AKS & EKS clusters
· Deploy applications in all environments like DEV,SIT, UAT, and PROD.
· Monitoring pods or containers using Prometheus & Grafana.

Project # 3
	Project
	Population Health Analytics Migration

	Role
	 DevOps engineer



Description: PHA is a web application which collects the data from people and analyses their health condition.
Roles & Responsibilities:
· Implement of Continuous Integration and Delivery (CI/CD) with Jenkins. Maintain baseline code in repository and responsible for branching, merging and tagging.
· Part of Configuration Management to Provide Access Permissions to developers for check in, checkout.
· Creation of application resources and infrastructure scripts (Firewall, Traffic manager, VNet, Subnet, NSG (setting inbound and outbound rules) , Application gateway , storage account , key vault , Active Directory   etc) in Azure cloud with Terraform and ARM Template.
· Deploying applications in all environments like SIT, UAT, and PROD.
· Configuring GitHub and integrating it with Jenkins via webhooks.
· Maintain baseline code in repository and responsible for branching, merging and tagging
· Create repositories in GitHub enabling auto building the branches in Jenkins whenever the developed commits the code in GitHub.
· Deploy applications in all environments like SIT, UAT, and PROD.
· Installation and Configuration of Continuous Integration Tools Jenkins.
· Implementation of Continuous Integration and Delivery (CI/CD) with Jenkins Configured
·  Email alerts for build failure (or) success 
· Using Docker Agents (Docker node.js-slave) to build the Angular application
· Store the Artifactory in JFrog repository
· Creation of Azure Container Registry and storing the Docker images into it.


Project # 2
	Client
	Robust Design

	Role
	Build and release engineer



Description: Robust product design which is the process of trying to reduce variations in finished products to meet customer expectations.
 Roles & Responsibilities:
· Create automated build and release environment, Trouble shoot the Build and Deploy issues 
· Maintain server loads across all environments
· Maintain baseline code in repository and responsible for branching, merging and tagging.
· Deploy applications in all environments like SIT, UAT, PROD.
· Performed code merges on a regular frequency to integrate the source code from various branches.
· Working for Azure Application Insights monitoring.
· Involved in VM deployments using Azure Portal.
· Creation of Azure NIC, Azure Virtual networks, Azure VM’s and provide access to users.
· Adding addition disks to Azure VM upon receiving request
· Provide read access of Azure subscription to users upon request/approvals from higher management
· Create users in Azure AD from Portal as well as using Power Shell commands a to create resources in Azure.
· Build custom Docker images using Azure DevOps Hosted Linux agent.
· Push and store the Docker images into repository.
· Deploy and run the images inside the Docker Containers.
· Configure   Azure Kubernetes Service (AKS) to deploy and manage containerized applications.

Project #1:
	Client
	Corporate web services

	Role
	Azure DevOps Engineer



Description: Corporate web services is a web application which is used to track the product sales.  
Roles & Responsibilities:
· Implementation of Continuous Integration and Delivery (CI/CD) 
· Create automated build and release environment using Continuous Integration tools Azure DevOps.
· Trouble shoot the Build and Deploy issues
· Part of Configuration Management to Provide Access Permissions to developers for check in, checkout.
· Deploying applications in all environments like SIT, UAT, and PROD.
· Configured CI, Nightly and Release builds/jobs in Azure DevOps.
· Performed code merges on a regular frequency to integrate the source code from various branches.
· Create images stored in the Docker container and uploaded to Docker hub.
· Involve in VM deployments using Azure Portal, ARM Templates and PowerShell commands.
· Create ARM templates to reuse similar deployment with some standard configurations and naming convention.
· Creation of Azure NIC, Azure Virtual networks, Azure VM’s and provide access to users.
· Adding addition disks to Azure VM upon receiving request
· Provide read access of Azure subscription to users upon request/approvals from higher management.



                                                                                                                                                   Thanks,
                                                                                                                                                    Santosh
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