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Career Objective
     
· To obtain a challenging position where I can contribute the best and give my maximum efforts in your esteemed concern.
· Willing to learn and adapt to new challenges. 
· Strong interpersonal skills, which provide me with the ability to interact with end-users and managers. Self-motivated a quick learner and team player. 
· Excellent Analytical, Logical and Administrative Skills. Meeting Deadlines.

Career Summary

· B.E with 12+ Years of professional work experience in windows server administration.
· Experience in ITIL process.
· Real-time work experience in windows, Exchange, Linux Servers, VM Ware & Office365.
· Good Knowledge in Virtualization.
· Hands on experience in handling routers and switches, Firewall, Backup, Antivirus.

 Profile
Company		:  	D&B, Credit Bureau
Duration		:  	FEB 2019 – Till Date.

Company		:  	AFL, CAC Holdings. Client Servion
Duration		:  	April 2017 – Nov 2019.

Company		:  	Greenways Group AS Shipping Agencies Pvt Ltd
Duration		:  	May 2016 – March 2017.

Company		:  	HCL Services, HCL info system
Duration		:  	April 2015 – Apr 2016.

Company		:  	Sun TV Network, Dinakaran Tamil Daily
Duration		:  	Apr 2008 – Apr 2015.
Academic Qualification
· B.E Electronic and Communication			- 60.25 %	Year 2006.
· Higher Secondary Examination Board		            - 72.00 %	Year 2002
· S.S.L.C Examination Board				- 60.50 %	Year 1998.
Course Studied
· Hardware and Networking     		ACCEL IT ACADAMEY
· CCNA			        		ACCEL IT ACADAMEY
· Linux Red Hat				ACCEL IT ACADAMEY
· Windows server 2008             	 	ACCEL IT ACADAMEY
· CCNA                                     		NIIT
· Windows Server 2012          		RJP InfoTek
· Exchange Server 2013                      	RJP InfoTek
· VM Ware Esxi 6                               	RJP InfoTek   
· RedHat 7 RHCE                                	RJP InfoTek
· VM ware SDDC				VM Ware

Certifications
· Microsoft Certified Professional                                         (MCP)
· Microsoft Certified System Engineer                                  (MCSE)
· Microsoft Azure Solutions Architect Expert
· Microsoft 365 Enterprise Administrator Expert
· VM Ware Certified Professional                                          (VCP)
· Cisco Certified Network Administrator                               (CCNA)
· Information Technology Infrastructure Library                   (ITIL)			 
Skill Set

Operating Systems	:	Microsoft Windows Server 2019, 2016 2012 R2, 2008 R2, 2003, Windows7, 8, 10, Windows XP Professional, MAC, Red Hat Family.

Messaging Systems	:	Microsoft Exchange Server 2003, 2007, 2010,2013,2016,2019, Zimbra Ent Linux email Server, Office 365.Client Outlook 2003, 2007, 2010,2013,2016,2019 and MAC Outlook.

Directory Services	:	Active Directory (2003, 2008R2, 2012 R2, 2016, 2019). Design and Administration, Azure Hybrid.

Web Technologies	:  IIS, Web Server Configuration, Apache.

Patching	:  SCCM, Zoho Manage Engine Desktop Central, IBM Big Fix for Patching windows and MAC with Third Party Applications.

Cloud	:   Office 365, Azure AD, Hybrid Exchange Server 2016, O365 and SharePoint.

Networking              :  Cisco Switch & Router, HP Switch & Router, Firewall configuration & Troubleshooting, Brocade Zoning Switch, Ruckus Wifi WAN & LAN Connectivity.

Storage	:  NAS, SAS, SAN Storage, EMC, Dell Equal Logic, VSAN CISCO UCS, HP SAN.

Backup	:  Windows Backup, Symantec Backup Exec 2021, HP LTO 4, 6, 8 Tape Drive. Veeam Backup, CA Arcserve.

Firewall	:  SonicWALL 4600, Sophos 210G, Fortinet300D, Symantec Anti-spam & Email Security, SonicWALL email Security.PF Sense Open Source Linux.

Monitoring tools	:	 Manage Engine Ops Manager ENT, Solar winds, SCOM, Nagios,

DBA	:  Oracle 11g,19C servers and Clients, MSSQL, MYSQL, SQL RDBMS

Antivirus tools 	:  Eset End Protection Console (Installation, Migration and maintenance all servers), Eset 4 and Eset 5 for Business, Symantec Endpoint Protection Manager 12.6 & 14.1, Fortinet 6.9, Cisco AMP.

Hardware 	:  Troubleshooting HP, IBM, Dell Blade& Rack Server, Dell SAN, IBM SAN, HP SAN CISCO UCS Workstation, Desktop hardware.

Ticketing Tool	:  Issue Trak, Service Now, Jira Atlassian 
Others	:  Structure cabling and Ethernet Products, LAN, WAN. IP Segment.

Experience Summary

1. Dun & BradStreet                                                                        2019 Feb to till Date
Project: D&B            Credit Bureau, Banking Sector 
                                US Based 200 year’s old company developed US DUN Number & India’s CIBIL      
Position		:	Tech Lead, Enterprise, Data Center L4 
Environment		:	Enterprise Data Center Operation, Leading Team

Responsibilities:    Installation, Configuration, Troubleshooting, Migration, Monitoring

   Windows:
· Microsoft Windows 2003, 2008R2, 2012, 2016, 2019, Windows Storage Server.
· AD, DNS, DHCP, FSMO, ADFS, ADCS, GPO, WSUS, DFS, FSRM Installing and Configuration.
· AD, DNS, DHCP, System State, Backup and Restoration.
· Hyper-V Server Virtualization Configuration and Management with SCVMM.
· File and print Server, RAID-0 and RAID 5, Web Server.
· Event Viewer, Resource Monitor, Hardware Utilization.
· PowerShell Scripting, Automation, Patching, Server Hardening.
· SCCM Configuration and Management, SQL configuration and management. 
· Microsoft LAPS Management, Nessus Pro Security assessment. 

    Exchange Server: 
· Exchange Server 2013, 2016, 2019, 365 Hybrid. 
· Mailbox, Client Access, Hub Transport, SMTP Routing.
· Office 365 Migration, Office 365 Management.
· RBAC, DAG, CCR, Hybrid, Public Folders, Rules & Policies.
· Zimbra Enterprise Linux Mail Server 

    Firewall: 
· Fortinet 300 D, Fortinet 240 D, Fortinet 100E, Ruckus Secured Wi-Fi.
· HA, DMZ, Routing, NAT, Web Proxy, Anti-virus, Intrusion prevention,
· Manage Engine Firewall Analyzer

    Email & Security:
· Office 365 Advance Spam Protection ATP,ATA,
· Exchange 2019 Security Policies.
· ESET Mail Security, ESET Spam Filter. Symantec DLP
  
   Storage: 
· Dell Equal Logic PS6110XV, 6210X, VSAN DELL Power Edge R720, Brocade Switch.
                
    VM Ware Esxi:        
· Vm Ware Esxi 6 ,6.5,6,7 V-Center installation and Management
· SDDC (Software Defined Data Center) VM Ware Config, install & management.
· VSAN Desktop Virtualization configuration and Management.
· VMotion, Vmnet, Vm Virtual Center,DRS,Clustering.
· VM Performance & Monitoring Alarm in VCenter using VShpere, VCOPS. 
· VM Cloning, Snapshot and Templates.
· VM ware Troubleshooting, Upgradation. 
 
     Backup and Storage:                                    
· VEEAM Backup, CA Arc Serve 18, VDPA VM Ware Backup, HP LTO 8 Tape Drive

2. AFL, CAC Holdings Corporation, Japan                                    April 2017 – NOV 2019
Project: SERVION            Developing Cisco Coding, Cisco Partner
AFL, CAC Holdings           a Japanese Company Providing IT Support all over India and Globally.      
Position		:	Tech Lead, Enterprise System Administrator L4
Environment		:	Enterprise Data Center, Leading Team

Responsibilities:    Installation, Configuration, Troubleshooting, Migration, Monitoring

   Windows:

· Microsoft Windows 2003, 2008R2, 2012, 2016 Azure Hybrid.
· AD, DNS, DHCP, FSMO, ADFS, ADCS, GPO, WSUS, DFS, FSRM Installing and Configuration.
· AD, DNS, DHCP, System State, Backup and Restoration
· File and print Server, RAID-0 and RAID 5, Web Server.
· Event Viewer, Resource Monitor, Hardware Utilization.
· PowerShell Scripting, Automation, Patching.
· SCCM Configuration and Management.
· Microsoft LAPS Management, Tenable IO security auditing.

    Exchange Server: 

· Exchange Server 2003, 2010, 2013, 2016, 365 Hybrid. 
· Mailbox, Client Access, Hub Transport, SMTP Routing.
· Office 365 DNS, Office 365 Managing license 
· RBAC, DAG, CCR, Hybrid, Public Folders, Rules & Policies.

    Firewall: 
· Cisco ASA 
· HA, DMZ, Routing, NAT, Web Proxy, Anti-virus, Intrusion prevention,
· VPN, CISCO Umbrella, Anti-Spam, Anti-Virus, Monitoring spam.

    Email & Security:
· Office 365 Advance Spam Protection ATP.
· Symantec Endpoint Protection Manager 14.1.
· Cisco Iron Port, CISCO AMP.
  
   Storage: 
· EMC VNX, 3100, 5200, 5300,IBM 3500,Brocade Zoning.
                
    VM Ware Esxi:        
· VM Ware Esxi 6. 6.5,VSAN 6.7, V-Center installation and Management
· VMotion, Vmnet, Vm Virtual Center,DRS,
· VM Performance & Monitoring Alarm in VCenter using VShpere, VCOPS. 
· VM Cloning, Snapshot and Templates.
· VM ware Troubleshooting, Upgradation. 
 
     Backup and Monitoring:
                                       
· Symantec Back Exec 2015, VM VDPA, backup in NAS, Networker, DELL Data Domain with Avamar. Manage Engine Ops Manager , Manage Engine Desktop Central


3. Greenways Group AS Shipping Agencies Pvt Ltd                       May 2016 – March 2017
Project
Greenways Group       A Company has huge Data Centers all over the India and some countries.      
Position		:	IT Support Manager, L3
Environment		:	Data Center

Responsibilities:    Installation, Configuration, Troubleshooting, Migration, Monitoring

   Windows:

· Microsoft Windows 2003, 2008R2 & 2012, Azure Hybrid.
· AD, DNS, DHCP, FSMO, ADFS, ADCS, GPO, WSUS, DFS, FSRM Installing and Configuration.
· AD, DNS, DHCP, System State, Backup and Restoration
· File and print Server, RAID-0 and RAID 5, Web Server.
· Event Viewer, Resource Monitor, Hardware Utilization.
· PowerShell Scripting, Automation, Patching,
· Microsoft Licensing, Documentation Process of server Management 

    Exchange Server: 

· Exchange Server 2003, 2010, 2013, Office 365 Hybrid. 
· Mailbox, Client Access, Hub Transport, SMTP Routing. 
· Spam Filter Symantec Appliance and Hyper-V.
· RBAC, DAG, CCR, Hybrid, Public Folders, Rules & Policies.
· SPF Configuration for reducing SPAM.

   Firewall: 
· Fortinet, Sophos, Fortinet, Microsoft ISA TMG
· HA, DMZ, Routing, NAT, Web Proxy, Anti-virus, Intrusion prevention,
· VPN, Intrusion Prevention, Anti-Spam, Anti-Virus, Monitoring spam.
· Microsoft ISA TMG Software Firewall.

   Email-Security:
· Symantec Spam Filter 10.5.6, Sophos Spam Filter 210 G
· Encrypting Email using SSL, Blacklist SPAM IPs & URL.
· Office 365 Advance Spam Protection.
· Symantec Endpoint Protection Manager.
  
   Networking:
· L2, L3 Switch Configuration, Web Smart POE Switch.
· Counter, LAN, WAN, Secure Leased Line, Cabling.
· Routing WAN Sites with Secured VPN,IP Routing.
· Teaming, Load Balancing, Bridging 

   Backup and Storage:

· Symantec Back Exec 2014 & 2015.
· HP LTO 3 & LTO 6 Drive with Tape Backup and Restore.
· File Server, Mail Server, Database Server and web server Backup.
· Backup in SAN and NAS.

   

4. HCL Info system                                                                           April 2015 – Apr 2016
Project

HCL IMS, FMS        A Company, which has huge Clients and supports in IT Infrastructure.

Position		:	Senior System Administrator, L3, Team Lead
Environment		:	Enterprise Datacenter, Multiple Migration Projects.

Responsibilities: Installation, Configuration, Troubleshooting, Migration, Monitoring
   
   Windows:

· Microsoft Windows 2003, 2008R2 & 2012, Migration to various Project.
· Configure Windows server in Hyper-V & VM ware, Azure Hybrid.
· AD, DNS, DHCP, FSMO, ADFS, ADCS, GPO, WSUS, DFS,
· File and print Server, SAN File Server, Web Server, and Clustering.
· Event Viewer, Resource Monitor, Hardware Utilization.
· PowerShell Scripting, Automation.
· Microsoft Licensing, Documentation Process of server Management.

    Exchange Server: 

· Exchange Server 2003, 2010, 2013, 2016 Migration, L3 support.
· Office 365, Hybrid office 365.
· Configuring Mail Server As per international client requirement. 
· Designing Exchange Architecture and meet the client needs.
· Train team members
· RBAC, DAG, CCR, Hybrid, Public Folders, Rules & Policies
· SPF Configuration for reducing SPAM, SMTP Routing.

     VM Ware Esxi:
        
· Vm Ware Esxi 5.5, 6, V-Center installation and Management
· VMotion, Vmnet, Vm Virtual Center.
· VM Performance & Monitoring Alarm in VCenter using VShpere. 
· VM Cloning, Snapshot and Templets.
· VM ware Troubleshooting, Upgradation. 
      


      Storage :         
·  EMC Storage 3100. 
·  HP WSS, NAS.






        

5. Sun TV Network, Dinakaran Tamil Daily.                                  Apr 2008 – Apr 2015

Project

Sun Group, India's largest media conglomerate has power packed Twenty TV Channels. Sun Network's channels can be viewed in 27 countries including U.S.A, Canada, Europe, Singapore, Malaysia, Srilanka, South Africa, Australia and New Zealand. It also has Forty-Five FM Radio Stations, Two Daily News Papers -, Four Magazines operating in 14 cities in India and Huge Data Centers in 14 Cities. My responsibility is providing 24/7 support to all data centers and Maintain team members.

Position		:	Senior System Administrator
Environment		:	Enterprise Data Center.

Responsibilities:    Installation, Configuration, Troubleshooting, Migration, Monitoring

   Windows:

· Microsoft Windows 2003, 2008R2 & 2012.
· AD, DNS, DHCP, FSMO, ADFS, ADCS, GPO, WSUS, DFS,
· Hyper-V Virtualization for Web servers.
· PowerShell, Shell Scripting
· Webserver, Application Server, HP Storage Server,
· Microsoft Licensing, Security Patching Server & Client.

    Exchange Server: 

· Exchange Server 2007, 2010, 2013.
· DAG, Clustering, SAN Storage, Disaster Recovery
· Mailbox, Client Access, Hub Transport. 
· Spam Filter SonicWALL Email Security.
· RBAC, DAG, CCR, Hybrid, Public Folders, Rules & Policies.

   Firewall: 
· SonicWALL, Fortinet, SonicWALL Email Security.
· HA, DMZ, Routing, NAT, Web Proxy, Anti-virus, Intrusion prevention, VPN.
· Routing Branches with Secured VPN Tunnel using VPN.

   Networking:

· L1, L2, L3 Core Switches Configuration
· Cisco Router Configuration, Troubleshooting.
· Network Security, Network Cabling.
· Epabx, IP Phone Cisco, Wireless Alcatel.


    Anti Virus:

· ESET Protection Manager, ESET NOD Anti-Virus.
· ESET Configuration, Troubleshooting.
· Client Installation, Monitoring for thread and Malwares.























Soft Skills

· Positive attitude and fast learner.
· Sincere, likeable and good troubleshooter. 
· Adaptive to environment and open to learning. 
· Flexibility to work in a team and individually.
· Demonstrated ability to adapt to ever-changing technologies and methodologies.



Personal Details	
 
		Full Name 			:	Mohamed Abdullah F
		Date of Birth			:	Nov 1 1983
                  Marital Status			:	Married
		Total Experience 		:	12 years 
		Pan Card			:	ASGPM1531Q
                  Passport Number		:	G8302141
                  Language Known		:	Tamil, English.
		Nationality			:	Indian.

                  
                                         
                   				
Place:	Chennai,Mandaveli
Date:    25-July-2022                                                                                                                                                                               
                                                                                                         [MOHAMED ABDULLAH]                                                                                                                                                            
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