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Career Objectives:

To utilize my technical skills with a self-motivated and positive approach with an organization that will help to improve my professional and personal growth.

Professional Summary:

Key Experience: 4+ years working in SOC, across one or more of the following: Security Analysis, Security Monitoring, Security Incident Management, and Incident Response.

· SIEM (Security Information and Event Management) tools like Monitoring real-time events and analysis Security Monitoring and Operation using QRadar, Splunk and  Sentinel
· Experienced Analyst with a demonstrated history of working in the information technology and services industry. 
· Skilled in QRadar (SIEM) and Splunk , Firewall, IDS/IPS, ESA, WSA, MacAfee AV, and Microsoft Office.
· Experience in understanding the logs of various network devices (Routers, IDS/IPS, Firewall), and Operating systems (Windows).
· Monitoring the customer network using Splunk and Qradar.
· Performing Real-Time Monitoring, Investigation, Analysis, Reporting, and Escalations of Security Events from Multiple log sources. 
· Defining use cases and creating custom correlation rules, and alerts as per organization network architecture.
· Creating Dashboards and Reports for all the integrated devices. 
· Review responses and improve alert and report conditions to reduce false alarms. 
· Working in the Offshore SOC team. Monitoring of SOC events, detecting and preventing Intrusion attempts. 
· Contacting the customers directly in case of high-priority incidents and helping the customer in the process of mitigating the attacks. 
· Troubleshooting SIEM dashboard issues when there are no reports getting generated or no data available.
· Working understanding of OWASP Top 10 vulnerabilities, how they are exploited, and a notion of how they are fixed.
· Analyzing and reporting breaches, attacks, malicious activities, and unauthorized access of company assets using various SIEM tools in compliance with Federal standards.

Technical Skills:

· Environment: SOC (Security Operation Center)
· Console: SIEM (Security Information and Event Management
· SIEM Tool: QRadar, Splunk and Azure Sentinel
· Ticketing Tool: Service Now, BMC Remedy.
· Antivirus: McAfee and Symantec and Azure DATP
· Firewall, IDS/IPS, Phishing Email Analysis, NMAP, SPAM, and DLP.
· Phishing Email Analysis, Palo Alto, & Digital Garden (USB and Print Logs).


Work Experience:


Sr.Security Analyst
Company: Tata Communication Limited (Mumbai)-  March 2018 - Till date.

Responsibilities:

· Security Monitoring using QRadar, Splunk and Sentinel.
· Understanding raw logs of Firewall, IPS/IDS, and Proxy Servers.
· Understanding of SIEM tools that collect, process, prioritize, correlate, monitor, and analyze enterprise-generated events.
· Performs real-time monitoring, security incident handling, investigation, analysis, reporting, and escalations of security events from multiple log sources.
· Review, analyze, and respond to security events triggered through the security monitoring systems according to internal security procedures for cyber events.
· Respond to security violations, potential vulnerabilities, and alerts from detection systems.
· Analyzing basic security requirements and making recommendations for improvement.
· Navigate the consoles to effectively correlate, investigate, analyse and remediate both exposed and obscure vulnerabilities to give situational awareness and real-time incident response.
· Maintain SIEM operations and document the current environment.
· Sending daily, weekly and monthly reports to the customer who contains all the information about internet security, configuration changes, deny logs, failed logins, alert summary, machines without AV, network security, etc.
· Assist in troubleshooting and problem solving a wide variety of client issues.
· Identifying OWASP Top 10Issues identifications like SQL Injection, CSRF, XSS and invalidated redirects and forwards, etc.
· Investigate the security logs, and mitigation strategies and Responsible for preparing Generic Security incident report.
· Responsible for preparing the Root cause analysis reports based on the analysis.
· Analysing daily, weekly and monthly reports.
· Creating a case for the suspicious issue and forwarding it to the Onsite SOC team for further investigation.
· Monitoring and Investigating Offenses on QRadar, Splunk and Sentinel
· Involved in Thread hunting and forensic analysis investigation.

Educational Qualification:
· B.Tech In Electrical and Electronics Engineering  from St. Martin’s Engg. College 2014.
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 I hereby declare that the above-mentioned information is correct up to my knowledge and I bear that  
 Responsibility for the correctness of the above-mentioned.	     
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