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	Watchful professional offering comprehensive, hands-on experience identifying, investigating and responding to information security alerts. Expertise in searching through data-sets to detect threats and anomalies and administering metrics to maintain security processes and controls. Focused on helping businesses safeguard sensitive data from hackers and cyber-criminals.
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	Cyber Security 
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	Application Security
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	Infrastructure Security

Datacenter Migrations
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	Risk & Compliance, ISO 270001
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	Threat intelligence, Data protection

IAM, Identity Orchestration
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	[image: ]May 2019 - Current
	Senior Security Architect 
KSM Partners Limited
Clients worked for Faurecia (France), AVEVA (Singapore & India), Horizon Europe (Brussels, Belgium)

· Analyzing IT security threats in real-time and mitigating these threats
· Working with all business units to determine possible risks and risk management processes
· Implement infrastructure solutions per reference architecture, contractual and security requirements
· Having experience on SSO, RBAC, DLP, PKI, MFA, Vulnerability MGMT, Technical
· Taking care of complete IT infrastructure-built outs, which includes HLD and LLD
· Having experience on MS Azure, AWS, GCP cloud platforms
· Design end-to-end solution to customers based on requirement
· Hands on cybersecurity systems including CyberArk, VPNs, Tools, monitoring, compliance and policies defining etc.
· Creating a data-driven food system for digital responsibility in the food sector as GDPR, DORA compliance.
· Having hands on DevSecOps, IAM, Identity orchestration fabric, threat intelligence, Splunk, rapid7
· Cloud Platform that includes Infrastructure and Security related services like Azure AD, IaC, IaaS, PaaS, SaaS, Containers, Storage, Networking
· Cyber security governance and regulatory compliance
· Having hands on SIEM tools and knowledge on IDS, IPS, WAF, EDR etc
· Good sound knowledge on Azure DevOps and CI/CD pipeline
· Hands on experience with different terraforms
· Worked on multiple frameworks TOGAF, SABSA, COBIT, NIST, ISO270001
· VMware, Open stack, application security like SAST/DAST, pen test.
· Web Technology (Web Servers, Application Servers, Load Balancers)
· Having hands on Dockers, containers, Elastic search Mango db
· Performing Data center migration from private to public cloud
· Performing infrastructure Automation (Terraform, Ansible, PowerShell)
· Having experience in customer facing issues and presales
· Implementing and designing SAP, ERP, IOT systems as needed. 
· Working with different micro services, API integrations. 
· Ensure all Business requirements are delivered as per commitment.
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	Principle Infrastructure Architect 
DXC Technology
Clients worked for US Transportation (New York), IndusInd Bank (India), KOCH Manufacturing and Health Care (U.S), Al Rajhi Bank (KSA Riyadh)

· Deliver and promote Enterprise Architecture principles, designs, and services to all stakeholders across business units, corporate functions, in close collaboration with other IT group
· Leading Global Operations Team and provide 24/7/365 support for IT infrastructure
· Manage the BU IT budget, including capital & operating expenses, for projects executed through specific IT vendors, track BU IT budget
· Become single point of contact for all DPA related Issues and also make sure that this tool is used to meet business requirements
· Performing all IT infrastructure related Audits and management reports
· Good analytical, writing, verbal and problem-solving skills, organizational project and time management
· Strong attention to details and good communication skills
· Manage with the ability to understand and address the needs of the business through technology or process solutions that delivers explicit business value
· Support of ITIL standard best practices and contribute to continuous improvement for benefit of the organization
· Make sure each team member has individual development plan and conducting trainings on new technologies
· Managing team consisting of 40 people
· Having hands on experience in managing operations support team which includes incident, change and problem management processes
· Handling Migrations and transitions and transformations of projects
· Having experience in remote infrastructure management
· Managing and implementing VMware, Openstack, SAST/DAST, Xaas.
· Having hands on experience on building startup companies
· Performing Data center migration from private to public cloud
· Performing infrastructure Automation (Terraform, Ansible, PowerShell)
· Having experience on AWS, MS Azure, GCP, Devops cloud implementation
· Implementing and designing SAP, ERP, IOT systems as needed. 
· Working with different micro services, API integrations. 
· Having experience on implementing Private, Public and Hybrid cloud
· I have managed the project budgets in my projects as well
· Cloud Platform that includes Infrastructure and Security related services like Azure AD, IaC, IaaS, PaaS, SaaS, Containers, Storage, Networking
· I managed up to 5-million-dollar project budget
· I was in charge of approving expenses and procurements in my projects
· I was contacting directly with the vendors during procurement and managing the communication with finance department of the company.



	 
	[image: ]Jun 2010 - Jul 2013
	Infrastructure Manager – Senior Advisor 
Xerox
Clients worked for BenefitWallet Insurance (U.S), Royal Bank of Scotland (UK RBS)

· Managing Storage and backup environment with EMC Data Protect Advisor
· Performing Installation, migrations, EMC DPA on various platforms like Commvault, Symantec Backup Exe, Arc Serve, TSM, Netbackup, Netapp Filers, Avamar, Data domain and configuring reports and chargeback details
· Writing custom reports as per customer need
· Having experience on presales and solution designing
· Performing Architect role for DPA
· Preforming audit tasks on all backup and storage infrastructure
· Configuring legato Networker on various platforms
· Managing team consisting of 14 people
· Managing and implementing Tools and Automation in IT infrastructure Domain
· Having experience on AWS cloud implementation
· Having experience on Managed services, colocation, hosting services
· Digital transformation project execution.
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	Technical Solution Engineer 
EMC Data Storage Systems (DELLEMC)
Clients worked for Mobily Telecom (KSA Riyadh)

· Designing and Implementing Legato Networker on various platforms
· Configuring tape libraries and performing disaster recovers
· Supporting EMC enterprise customers and working on Backup hardware and software Products and Storage
· Analysis of new technical issues and preparation of tech documentation of the same on successful solutions
· Working on EMC Storage, backup and reporting products like EMC Legato Networker, Data Domain, CLARiiON and Data Protector Advisor, Symmetrix DMX VMAX
· Taking remote access of clients and customers servers through WebEx sessions and fixing problems related to Legato backups and recovery and hardware, software issues
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	Windows Consultant 
Satyam Computer Services (Tech Mahindra) 
Clients worked for Arvato Systems (Germany), Microsoft (India)

· Application owner ship for some of the major apps used by Microsoft such as bug tracking tool and source control tools
· Doing major deployments in production servers
· Installation and Configuration of IIS and Share point and MOSS on the Production server
· Managing Microsoft Certificate Services and SSL
· Working with Datacenter operations persons for server level change requests like moving of servers from Data Centers and Hardware upgrades
· Troubleshooting and Managing IIS Server, Backup Metabase, SQL setups, DNS fixes, Password protection of directories, customized permission settings, backups and restoration
· VoIP trouble shooting
· Installation and maintenance of Lease Line equipments, IPLC, ISDN and Router configuration
· Installed and configured routers like (Cisco) 2600, 3600 series, and L3/L2 switches
· Installing and configuring Microsoft Share point, Sql, IIS
· Installation & Maintenance of Windows2000, NT, 2003 network
· Installation & Maintenance of Linux (Red-Hat) network
· Remote Administration on Linux
· Implementing DHCP, DNS, VLAN
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	Master of Computer Application 
DOEACC - Hyderabad



	 
	[image: ]Mar 1997 - Apr 2000
	Bachelor of Computer Applications 
VR College - Nellore, AP
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	TOGAF
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	PMP
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	SABSA
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	NIST
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	ITIL
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	Azure
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	AWS
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	English, French (Conversional), German (Conversional)
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	Name: Narendra Reddy. G
Father Name: Audisesha Reddy. G
Date Of Birth: 14/08 /1978
Marital status: Married
Nationality: Indian
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